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Abstract

In order to interact with its mobile clients in an
ubiquitousand smart fashion, a “mobility-supporting
infrastructue” hasto usecontet informationaboutits
ownandtheusers state Basedon context information,
actionshaveto take place which servicesare offered
to mobileclients. In this paperwe discussthe various
level of abstaction whee contet plays an important
role for designingsmartapplicationsas well as smart
infrastructues which benefit from using contet in-
formation. We will showthat contet affectsall parts
of a system,from the link layer to the application
layer Theeefore, contet is ubiquitousin ubiquitous
computing
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1 Introduction

What would you expectwhenyou are using an ap-
plication on a mobile device? The applicationshould
performits taskasreliably andtrustworthy asthe same
applicationdesignedor theuseon adesktopPC.There
shouldbe no needto reconfigureand adaptthe device
andthe applicationswheneer the situationthe device
is usedin, changes. But nowadays,thereare only a
few mechanismsproviding for automatedadaptionto
the network, finding servicesn the surroundingnfras-
tructure,andre-configuratiorof the device andits ap-
plicationsfor usingthe“right” services.Currentlyused
operatingsystemsand middleware are far from being
easilyusablein changingervironments.To fill thisgap
we proposea layer of software betweenthe operating
systemandtheuserhelpingto adaptthedeviceto thein-
frastructue andtheinfrastructue to the device by find-
ing surroundingservicesin anintelligent way, config-
uring the device to usethe servicesfound accordingto
predefinegolicies-of-usendsave usersdrom the ever
recurringtaskof reconfigurationpoth, on the network
layerandthe applicationlayer

Furtherdown theroadwe assumehatnetwork tech-

nologieswill beubiquitoud5]. Thedreamor nightmare
of constantlybeing“online” will cometrueandthecost
of communicatiorwill below or evendropto zero.New

businesamodelswill be centeredaroundthe notion of

services Usageof serviceswill generate revenuefor

the provider. Fromthe users point of view a new prob-
lem arises:How doesa userdealwith the vastvariety
of servicegpoppingout of thewoodwork? More techni-
cal questionsare: How to decidewhich serviceto use?
How to make an appropriatae-bindingof servicesev-

erytimeauserchangeshecontet? How cancontect be

uniformly accessedcrossdifferentcontext-awvare sys-
tems?

In our researclproject,we arebuilding anarchitec-
ture for mobile devices providing for automatedadap-
tion of the device to the infrastructureand vice versa
basedon usingcontet informationprovided by thein-
frastructurethe device, andtheuser Currently theen-
abling middlenarefor this projectis Jini from SunMi-
crosystemg7].

2 Research Topics

Motivated by the introduction, the researchtopics
presentedn this papercanbe groupedarounda single
guestion:*How cansomeoneisea mobilesystenwith-
out beingannoyedby adaptingit to changingerviron-
ments?”

Keepingthe questionin mind, several tasksaround
“context” canbeidentified:

Link Layer Technology. In mobile environments
“connectvity” is veryimportant.Nowadaysechnology
supportstwo major communicatiorschemasi:1, 1:N.
Somemobiledevicesuseinfraredaslink layertechnol-
ogy which is well suitedfor 1:1-communicationin the
nearfuturedevicesmightbe usingBluetooth[3], which
supportsa 1:N-communicatiorpattern. Dependenbn
the situationcommunicatiortakesplacein, oneschema
is preferableover the other When exchangingprivate
data,l:1-communications desirable put notwhenan-
nouncingtheagendaf todays meeting.Two pointsare



importantto remark: (a) The communicationschema
neededs dependentnthesituationor contet, (b) most
devicesprovide only oneschemaon the link layer To
get aroundthis dravbackimposedby the actualcom-
municationhardware, a Jini-serviceis underdevelop-
mentmappingamongdifferentschemasbasedon and
extendingthe approachpresentedn [1]. After estab-
lishing a private communicationink betweenthe ser
vice andthe device, the servicetransparentlynapsthe
1:1-communicationo differentschemasBy now, rea-
sonablexperiencehave beengathereasedn estab-
lishing communicatiorvia infraredbetweensmall mo-
bile devices, suchasa 3COM Palm Pilot and the Jini
infrastructure.How this appliesto wirelessbroadcast-
ing technologyis upto beexploredin the nearfuture.

Network Transparency. For operatingsystemsnet-
work transpareng is partly achiezable by using con-
figuration protocols,suchas DHCP [4] or TFTP [6].
They provide for the assignmenbf network parame-
ters,like IP addresseesr the nameof the DomainName
Sener. On the applicationlevel more effort hasto be
investedfor the supportof roamingusers,as proposed
in [2], wherean architecturefor the employmentof so
called“Application Level Gatevays” is presentedpro-

cision which service(out of a set)is to be usedin the
contt a personis in. Our thesisis that transform-
ing theseparameterito a context-free descriptionlan-
guage which canbe usedasquery-languag@ the sur
rounding infrastructure,is a suitable approachto lo-
cateservicesautomatically Examplesmight be XML
or SQL. Currentlywe areimplementinga traderarchi-
tecturefor Jini which allows for submitting arbitrary
gueriedo theJini infrastructuren orderto evaluatedif-
ferentapproacheso how to find theright service. Of-
tentheresolutionof a printeris not asimportantasthe
physicaldistanceto the printer Leaving openthe rule
for theresolutionin anunexploredlocation(like in the
exampleabore) might be the correctquery; Leaving it
openwhenprinting out holiday picturesmight produce
unacceptableesults.

Not all decisionscanbe madeby a subsystenof the
mobile device. Somedecisionsareinherently“human
related”,e.g.,whichkind of foodis favouredon Fridays.
So,additionaltoolsareneededo formulatepolicies-of-
use describingwhich selectionof servicesis actually
presentedo the user whenasked to do so. Herewe
proposeapragmatiapproacttomparabléo theWYSI-
WY G approacHoundin mary HTML editors:Theuser
shouldnot be botheredwith detailsof the underlying

viding for the transparente-bindingto connectionless description-languag but shouldformulatethe prefer

services,such as Mail-seners or HTTP-proxies. In

short,a usercanconfigureall network-clients,suchas
Web-bravsers,to “localhost:port” and the application
level gatavay will take careof submittingthe datato

theappropriatesener in the surroundingnfrastructure.
Gainingthe sameevel of transparencfor serviceghat
rely on constantlyaccessiblaetwork connectionslike

the “Network File System”(NFS), is an ongoingre-
searchopic.

Intelligent ServiceRe-binding. Often,theuseof pre-
definedserviceinstancess pointlessor mobiledevices,
e.g., all servicesusingsomesort of hardware to fulfil

their tasks,suchas printersor storageservicesneeded
only temporarily In this casecontet plays a central
role. Whensomeonds scheduledo visit a customer
to sign a contractand changesto it are made, he or

she wishesto printout the modified contract. Using
the printer at homeis pointlesshere. More appropri-
ate is the use of a printer nearthe conferenceroom
wherethe contractwill be signed. In this examplethe
notion of context-awaenessis narraved to location-
awarenessand the finding (lookup) of servicesof the
requiredtypes In the more generalcase,several con-
textual parametes canbe identified necessitating de-

encesbasedon templatesand symbolic choices. The
outcomemight not be perfect,but a suficientone.Cur
rently, aworking prototypeis underdevelopment.

Application- and Presentation-Layer. In different
ervironmentsjt is notguaranteedhatall ervironments
offer the sameservicesto the user This is a major
differenceto “classical” mostly static networked ervi-
ronmentswith desktopPCs. In mobile scenarioghere
mustbeno needto install ary special-purpos&drivers”
or software, asthesepiecesof software are only valid
in one particularervironment. Furthermore,services
with the samenamedo not alwaysfollow identical se-
mantics.As we mentionedabove, the overall goalis to
guarante¢hatthedevice is functioningasgoodaspos-
sibleindependenof the situationthe device is usedin.
Hence finding, evaluating,and presentingnformation
aboutservicesandhow to usethemis of fundamental
importance Herewe uselJini asit providesmobilecode
(stateandimplementationof an objectare movedto a
clientandexecutedthere). The effect of thisis thatno
specialpurposedriversare neededasthe neededunc-
tionality canbe “pluggedin” easily on the mobile de-
vice. Furthermore servicescan bring alongtheir own
GUIs when moved to a client. So, a usercanusea



servicewithout prior knovledgeaboutit. This concept
andits consequenceseretestedin alaboratorycourse
givenrecently Theoutcomewaspromising(assuccess-
ful) but moredifficult asexpected.Partsof the system
have to be assessedutomaticallyusingpolicies-of-use
andthereforecorventionsand guidelinesareneededf
how to describeservicesuniformly.

Interoperability Mobility imposesspecial require-
mentson interoperability In ubiquitous computing,
it can be assumedhat different contet-aware infras-
tructureshave to co-eist and,giventhis, interoperabil-
ity is of supremeimportance. Mobile devices must
work in eachof this smartinfrastructuresquallywell.
To supportinteroperability we introducethe model of
Context-Cells providing for a generalmodel of how
context canbewrappedand accessean differentlevel
of abstractioranddetailednessMoreover, CCsareac-
tive, hencewell suitedfor mobile user(and their de-
vices). Justto give anexample: A usercanhave a per
sonal CC wrappingall services their description,and
someotherinformationaboutthe user(as XML docu-
ment). Whenenteringthe scopeof someinfrastructure
theusers CCis subsumedindera superCC offeredby
the infrastructure(e.g., a car of a train), which itself
is subsumedindersomeother CC dynamically So, a
contet-federationis built out of CCsdynamicallyand
the context dependencieare obvious. The major ad-
vantageof thisapproachs thatit is fully distributedand
almostno centralconfigurationand control is needed.
Moreover, aspersonalCCsare mobile andintegrating
theirsehesinto surroundinginfrastructuresthe useris
of full control over theinformationanddataleaving or
enteringhis/herpersonalCC. Situation-dependambles
andprivagy requirementseemto berealisticusingthis
generamodelfor federatingfinding, andaccessinglif-
ferentcontets in differentinfrastructures.

Security. Securityis inherentto all issuesmentioned
above andhasto be enforcedon all layersof aninfras-
tructure supportingmobile systems. How this can be
doneis an openproblem, due to the fact that a suit-
able securitymodelfor spontaneousollectionsof en-
tities, asfoundin mobile systemsstill hasto be devel-
oped.To adaptknown securitymodelsto infrastructures
for mobile systemsdoesnot seemto be suitable. The
mainreasonarethatthey requireundesirablestructures
like “globally uniqueidentifiers”andglobally federated
key-authoritiesmaking public-keys of everyoneacces-
sibleeverywhereby everyoneelse.As aconsequence,
securitymodelmustbe developedbasedon a morelo-

cally andanorymousnotionof “trust”. How thisapplies
to public networks (e.g.,on trains)is questionableand
beyond the main scopeof this researchgroup. Never
thelessusing“local trustmodels” cansignificantlyin-
creasesecurityon a workgroup-leel. Here,securityis
mucheasierto enforce.

3 Summary

We have given a short descriptionof our basicas-
sumptionsandmain researchopics. Startingfrom the
users pointof view, we analysedhebasicrequirements
for aninfrastructuresupportingmobility in orderto give
auseragoodstartingpointto feelcomfortablewhile us-
ing mobile devicesin differentcontexts. We hopewe
madeclear why and where we are using information
provided by the contet the mobile device is usedin.
Theoverallimpressiorof usinga reliableandtrustwor-
thy environmentcannotbeachiezedwhencontext is left
out of consideratiorwhendesigningandimplementing
infrastructuredor the future of ubiquitousand mobile
computing.
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